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1. SCOPE.

1.1 Electromagnatic Compatibilite (EMC). EMC wmust ba assessed by test-
ing of all equipment or systexs genarating or responding to electromag-
netic energy. The testing s required to assure that the equipment can
be operated in its expected electromagnetic enviroament without unaccept-

able degradation of Lts own or other {riendly equipment's operational
perforszance,

1.2 0Objective. The objective of this TOP is to provide evaluation tech-
niquas wvhich aelp to provide assurance thal communications-elactronics
(C-£) equipmunts and syszems incorporata the bast available technology for
securing EMC. Tor noan~-C-Z items see TOPs 2-2-61) and 6~2-542,

1.3 Limitations, EMC determinations are made by

the application cf per-
formance messuremsants, simulation, and analytical

techuiques.

B

2. FACIL TIZS AND INSTRUMENTATION.

2.1 General. Since spccizl facilities and instruzenration ara required,

the capabilities of the EZlectromagnetic Znvironmental Test Facility (2METF)
of the U, 5. Aray Zlectronic Proving Ground (USAEPC) are dcscribcd.
Equivalent facilities may be used.

|

*This TOP supersadas MTIP 6-1-006, 31 July 1970.
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.2 Facilities.

2.2.1 Instrumented Workshop. The lastrumented Workshop (IWS) utilizes
screenad rooms, standard test equipment, and special instrumentation for
evaluacions of equipment or systems ip the hsardware stage. Dynamic per-
forn .ace characteriscic curves are produced for receivers subjected to
radio frequancy (RF) interferance, including jamming signals. This facil-
ity also provides controlled laboratory conditions to acquire operational

perforzance data oo 2quipment for use .n development and valldation of the
library of computer programs.

Ay

2.2.2 Spectrum Signsture Facilitv. The Spactrum Signature Facility in-
cludeés both fixnd and mobile laboratories that are equipped with inscru-
menctation to parforam all spectrum dignature and specialized data measure-

nents of equipment under either carefully controlled laboratory or semi-
controlled finld conditions.

2.2.3 Voice Scoring Facilicy. The Scoring Facility is designed to mea-
sure the performanca of C-E svstems. This facility measures infurmation
transfier and permits the establishment of equipment performance data.

2.2.4 Weapon Svstesm Electromagnetic Environment Simulator., The Weapon
System Electromagnetic Invironzeant Simusator (WSEES) is a highly versatile
amsasureaent tool comprising a programable RF genurator, an RF absorption
room, &4 steerable platfors, and other support equipment necessary to sim-
ulate complex electromagnetic environments and develop scoring data for
systeas operating in the aicrowave frequancy bands. RF signals are pro-
duced which are exact dupliczces of those thet would be expected {n the
real-world enviroazent.

N A

c.a. Fleld Facilitv. The Field Tacility consisis of a fixed rest site
for centralized test control, aumerous locations for mwobile testing, a
20bile electroaic counterneasures envirconmeat genwrator installatiom, a
aobile and semiamobile environmant analysis svsten, and an environment
generator consisting of tacrical C-E transmitters. Testing capabilicies
include :osite lacerference dvaluations, RF radiacion tests, open-field
ewission tests, and susceptibility zesasurements.

2.2.6 Librarv of Computer Programs. The library comprises a selection
of computer programs used as analytic tools for analyses of operational
concepts, svstezs, and equipsencs. Cutputs are svstems effectiveness
scores for analog systems, probabllity of bit error for digital systems,
and electrcumagneti: radiation (2MR) levels for equipment susceptibilicy
and hazard analyses. Data obtained from tests or J;easurements conductaed
in one or aore of the empirical facilities are used as inputs to thess
computer prograas.

e
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2.3 Instrumentation.

2.3.1 Simulation Techniques. Simulation of gmall- and large-scale C-E
systems in realistic environments is based on a libravry of computer mod-
als. This library iancludes the following:

a. Combinatorial Analysis Techrigue Model aidas in evaluating EMC

of frequency hopping radars which usu frequencies {rom the same assign-
ment lisc.

b. Cosite Identification Model extracts from a test bed those equip-
sents which are within specified distances from each other,

¢. MR Model determines electromagnetic radiation levels at specific
sites in a deaploymant of C-E equipment. The =mwdel output identifies max-
imum levels of field st.ength sorted by frequeacy band ané modulation
type. In addition, typical scenarios ot action and counter action, deployment
methodolngy, frequency assignzent methodology, code book, troop list and C-E
equiprent deployment parameters are included in validated test beds which &re
supplied by the Comnunications Research and Devellpment Command (CORADCOM),
formerly the U. S. Army Management Systems Support Agency (USAMSSA) .

These data are combined with the library of computer models to perform a
wvide variecty of simulatious.

h] h

2.3.2 Measurement Technlsques. Data recording collection and performance
scoving shall be for both analog and digital communications systems. The
systes will perforz wany ncalura=n1:s of MIL-STD-ww90L/ spectrum signa-
ture messurements automatically. vrformance scoring of weapon systems

and microwvave equipment rcproduces the varying multisignal environments

in which most weapon systams 3ust operate, while nmasuring svstem reaction
to thet eavizonmen:. JQuantification of human operators and their responses
to comrunications equipoent =ust demonstrate the ability to numerically
relate equipment perforzance ia varying interference and jamming environ-
zents to opzsational performance. Mcbile test instrumentation permits EMC

testing in a number of different locations, as indicated by the intended
use of the equipment under test.

2.3.) Analytical Techniques. Analyses =av be performed at various lev-

als, depending on the requirements of the individual developers or agen-
cies. These zay ianclude=--

a. "Desk-top” analyses, vhich may require only a search of certain
data files and recommended actions besed on engineering judgoent.

b. Intermediate-sized aualyses, which 2ay be supported by computaer
calculations and data flle searches.

1/MIL-5TD=449D, Radio Frequency Characteristics, Measurement of.
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co Major simulations requiring extensive equipment measurements, a
test bad, and exercise of the desired conputer models.

3. PREPARATION FOR TEST.

3ol Facilities and Instrumentation. Assure that the facilities and in-

strumentation are available as required for individual test, Decide upon

the test technique to be employed, whether by simulation models or by
neasurement or analysis techniques.

Jolsl Simulation Models. Select a aoodel and obtain approval from the
test sponsors tor use for the equipment under teet.

3rle2 Measurcment. Have the instruments and test equipment for data
collection properly calibrated and asnure they have the range and ac-

curacy nceeded to pertorm the test. Obtdln or traln scorers for the
Seoring Facility.

Jole3 Analveise Assure that analytical skills are avalilable and that
sufficlent data have been provided by test sponsors regarding the tacti-
cal enployment of the test {tem. Determine the vperational environment
appropriate for the test {tem.

3.2 Data Required. Record the tollowing:

4. Plan of deployment.

b. Frequencles, power levels, and modes of the test item to be
used or explored.

¢e Any special conditions considered.

d. VNormal operating characteristics of the test {tem.

4. TEST CONTROLS.

sl Test CQfflcer.

a. Observe conduct of measurements to {nsure proper procedures are
followed.

b. Review results to fnsure consistency and repeatability.
cs Insure the approval of model applications by the test gponsor.

d. Review the analytical process to insure that results are coe-
sistent with test objectives and criteria.
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4.2 Report Reviaw. Make a report review by enginec¢rs and military ex-
perts not directly counected with the test in prograss.

S. PERFORMANCE TESTS.

5.1 Elsctromagnetic Compatibility (RF).

3.1.1 Objectives. The objectives of this subtest are--

2. To deteraina whather the test item can degrade the performance

of other C-E aquipmant in cthe intended operational electromagnetic envi-
roament.

b. To determine whether C~F ajuipment in the intended operational
eleactromagnetic enviroument Jegrades the performance of the test iteam.

5.1.2 Method (Analveical).

5.1.2.1 Effects of the Test Item on the Environment,

4. Obtain electrcmagnetic interference (EMI) daca (HIL-STD—#&:)E/
on the test icem from tests previously performed, 1if available.

b. Note the frequency and eaission levels of conducted and radiated

enissions wlicl excaed the ﬂIL-STD-ioLA.E/ Notice «, specification levels.

If BMI data are not availlable, perform an analvsis hased on engineering
judgment, using equipment characteristics.

¢. Perform an equipment search, which will include sources appro-
priate to the goncape of employment of tha test i{tem, to Jdetermine those
C~E equipments which operate at the frequencies noted above and the da-

ployment dirtances and angle from the test item. The following are sam-
ple sources to be searched:

(1) A ctest bed developed by the CORADCOM and approved for use
by the Departz;ent of the Aray and the tast spounsor.

(2) Frequency Ailocation to Equipment File (TAEF).

(3) Other available listings (nstional and international) of
C-E equipments appropriate to the geographical area of {nterest.

d. Obtain available susceptibility messurement data for the equip-
aent identified in paragraphs 5.1.l.la, b, and c.

E/MIL-STD-ééz. Electronmugnetic Ianterference Characteristics, Measurements

of
Q/xIL-STD-éélA. Electromagnetic Interference Characteristics, Raquirsmencs
for Equipment.
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e. Consider all appropriate power levels and deploymeut distances
which can reasonably ba expected to occur ia a typical deployment from
the method described in paragraphs 5.1.2.1a, b, and c.

5.1.2.2 Effect of the Environment on the Test Item.

a. Obtain EMI data on the equipments listed as a result of the
search performed in paragraphs 5.1.2.la, b, and c.

b. Raview the deta to determine che susceptibility of the test
item to conducted and radiaced interference.

¢. Note any conducted and radiated eaission suscapeibiiity indica-
tion which exceeds che MIL-STD &4o6lA, Notice &, specification lavel for
frequency and emission level.

d. Perforam an equipment search of the sources identified by para-
graphs 5.l1.2.la, b, and c to deceraine those C-£ equipments which vper-
ate at the susceptible frequencies of the test item, snd their deplovment
distances and angles from the tust item.

¢. Obtain the MIL-STD-449D measurement data and other spectrum sig-
nature and eaissiou data for the equipments identified by the procedures
of paragraph 5.1.2.2a.

f. Considar all appropriate powver levels and deployment distances
vhich can reasonably be expected to occur in a typical deployment.

5.1.3 Data Required (Analvtical). Record the following:

a. EMI data, in the RF region, for the test item.

b. List of C~E equipments (paras 5.1.2.la, b, and ¢) with which
the test item can be expectad to fnterfere, and their frequencies of
operation,

<. Susceptibility test data Jor C-E equipments identified in para-
graph 5.1.3b.

d. List of C-E equipments (parz 5.l1.2.2a) which can be expected to
interf{are with the cest item, and their fiequeacies of operatiomn.

e. Spectrum signature and emisaion data, if available, for the equip-
aents identified in paragrapn 5.1.3d.

f. Geographical disposition of cquipment identified in paragraphs
stllJb md db

3. Deployment distances between the test item and equipments iden-
tified in paragraphs 5.1.3b and d.
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5.1.4 Method vf Simulation.

a. Obtain information on the concept of employment of the test item
and determine the tactical situation(s) that should be simulated. Deter-
mine this through coordination with the project sponsor or e¢quipment user.

b. Develop or obtain a scenario znd tast bed description suitable
for the concept of employment,

¢. Generate a realistic frequency assignment for all communication

devices and nets in the tactical deployment, using a technique appropriate
to the projact.

d. Select a computer model for the planned situation. Provide addi-
tional programing as nacessary %o simulate the complete planned situation,

e. Consult appendix D for supplemental information.

f. Conduct the rast.

5.1.5 Data Required (Simulation). Record the following:

a. Information frowm paragraph 3.2.

b. Test bed description with scenariv.

&. Activation schedule of links or systams (see app D).

d. Weighting provided on selected critical links or systems.

e. Narrative description of interfe.«nce and its effect; provide
sources, frequencies, time intervals, percent of lost information, and
other factors of the specific scenario which would be important to the

tactical sicuation simuiated.

5.1.6 Method (Measurement).

4. Usae the same approach for the field or bench tests as indicated
in paragraph 5.1.<.

b. Select the facility (see para 2.2).

¢. Arrange appropriate interference to represant the tactical sict-
uation decided upua.

d. Arrange for required frequency authorizations, 1if needed.

e. Consult appendix D for additional =methodology on the operating
tochniques and requirements.

| — ——
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f. Check the operation of each test item or equipment according to
ics specifications.

8+ Check the operation of the test item without any electromag-
netic interference in the environment.

h. Operate the arranged environment in phases or links, following
the techniques of appendix D.

S¢1.7 Data Required (Measurement). Record the following:

a. Operational characteristics of the test item without inter-
ference.

be Plut of the arrangement of equipments.

ce. Power level, frequency, and coordinated time of operatiom Jf

esch item, providing the interference pattern at any time during the
test.

d. Effect of the enviroument on the test item during each “period”
of operation. Provide the percentage of useful i{nformation obtained, or
useful action, during each period, with the test item utilized as it
would be in the simulated tactical situation.

e. Angle of interfering equipment from the test item and range, as
appropriate. List power level, frequency, and beamwidth, as appro-
priate, for the interferer.

f. Meteorological conditions at the test site.

5.2 Electro-Optlical/Infrared (EO/IR) Compatibility.

5.2.1 Objectives. The objectives of this subtest are--

a. To determine whether radistions from the tert item are de-
tectable by passive EO/IR devices.

be To deteruine whether the test {tem {5 suscejcible to incident
energy beams in the EO/IR frequency region.

Se2s2 Method.

5¢242.1 Effect of the Test Item on the Environment.

a. Obtain electromagnetic compatibility (EO/IR) emission dats from
previous subtests cond cted during other phases of the project.

- ———— i ——
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b. To determine those EO/IR devices which operate at the critical
wavelengths contained in the data and which will be deployed at an ef-
fective distance and angle frou the test item in the probable tactical
situation, perform a search of equipment/units in the following sources:

(1) The appropriate approved test bed.

(2) Frequency Allocation of Equipment, File (FAEF).

{3) Other availadble listings (national and international) of
EOQ/IR devices appropriate to the geographical area of {nterest.

ce Obtain available performance measurement data for the equipament
identified in paragraphs a and b above.

d. Consider all appropriate power levels and deployment distances
which can reasonably be expected to occur in a typical deployment for
the method described in paragranhs a and b above.

5.242.2 Effect of the Environment on the Test Item.

a. Obtain electromagnetic compatibility (EO/IR) susceptibility
data froa tests previously performed.

b. Perform an equipment search of the sources identified in para-
graph 5.2.2.1 to determine those EO/IR devices which operate at the wus-

ceptible wavelengths of the test item and their deploywent distance and
argle from the test {team.

(e Obtain LO/IR emission characteristics data for the devices
identified by the procedurvs of paragraphs a and b above.

d. Congider all appropriate power levels and deployment distances
which can reasonably be expected to vccur in a typical degployment {n the
method described in paragraphs a and b above.

S5¢2¢2.3) Fleld Verification Tests.

a. General. Perform fleld tests to verify the results from para-
sl’lph‘ Sedelel and 5.2.2.2,

b, EO/IR Compatibility Test.

(1) Perform this test in a field facility which has been pre-
pared with an arrangenent of other EO/IR devices typical of the ex~
pected tactical situation.

(2) Use the test {tem as {t would be used in this situation
but without sny {nterfering beams.

'."'
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(3) Turn on other selected interfering beams and direct them
toward the test item, or uperate them in a sweep mode if that is re-
presentative.

(4) Operate the test item when it is being illuminated. Re-
peat the operation a sufficient number of times to insure a statistical
validity described by 95-psrcent confidence bounds on stated tolerances
about an average success rvate. These tolerances at a 95-percent con-
fidence level imply a minimum number of trials. 1If the test is unsuc-
cessful becguse insufficient data were allowed, then that statistical
explanation should accompiny the test results. Vary the range, height,
angle, wavelength, power level, and so forth as appropriate for the
items.

¢« Detectability of the Test Item.

(1) For EO/IR devices, position a suitable detector at former
interferer locations.

(2) Operate the test iten from {ts recgular position ard as 1t
was operated in earlier subtests.

(3) Inform the operator of the detector when the test {tem {s
active.

(4) Request the operator of the detector to record the detec-
tisn or nondetection of the test {tem.

S¢2.3 Data Required. Record the following:

a. Plot of the test {tem location and of each ftem of equipment
used.

b. Special characteristics of deployed ltems, including powver
level, frequency, duty cycle, and so forth.

¢e Number of corr2ct operations of the test i{team.
d. Estimate of optical visibilicy (m).
e. Detection device parameters, to include--~

(1) Wavelength for maximum sensitivity

(2) Viewing angle (rad)

(3) Height (m)

(4) Range to test item (m)

10
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f. Complete narrative description of all interferences or de-
tections.

6. DATA REDUCTION AND PRESENTATION.

6.1 Electromagnetic Compatibility (RF).

6ele)l Effect of Test ltem on the Environment. Use EM! measuremsent data
(in the RF repion), geographical deployment data, equipr .nt separation
distances, and the appropriate propagation path loss model (the near-
field propagation model and the modified longley-Rice irregular terrain
propagation path loss nmodel) for the calculations to deteraine whethar
RF radiated emisilons from the test item in exceuss of MIL-STD-4E1A, No-
tice &4, limity exceed the radiated suscepribility levels of other C-E
equipments in the intended EM environament at the specified separation
distances. Plot all emiswsious for comparison.

2. ldentify and define the paths of conducted e¢missions (froam the
tes: {tom to other C-E equipments in the environment) {n excess of
MIL-STD-461A, Notice &4, limits.

bs ldentify and discuss coupling and loss aechanisas.

¢c. Perform calculations tu deteraine whether these conducted emis~
sions exceed the conducted susceptibility levels in the intended ovpera-
tional CM enviroume:'t.

d. Plot and explain results.

6.1.2 Effect of Environment on the Test Item. Perform an analysis
similar to that of paragraph 6.l.] above tu deternine whether enission
levels from other C-E equipments in the environment will exceed the
measured susceptibility levels of the test item at the test {tem loca-
tions for the separation distances found. 1In this analysis, consider
eniosions at the tuned frequencies of the other C-~t equipment as well as
radiated emissions in excess of the MIL-STD-4s]A, Notfice &, limits.

6.2 EO/IR Compatibilitv.

be2.]1 Effect of Test Item on the Environment. Use EMC (EO/IR) data,
geographical deployment data, equipcent separation distances, and the
appropriate propagation path lovs model for the calculations to deter-
aine whether EO/IR emissions froam the test item exceeded the radiated
detectabilicy levels of other EO/IR devices in the intended EM envi-
ronment al the specified separation distances. Plot emissions for
coaparison.

11
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6.2.2 Effect of Environment on the Test Item. Perform an anzlysis
sinllar to that ot paragraph 6.2.] above to decermine whether ¢uisgion
levels from other EC/IR devices in the eavironment will! exceed the
measured suscept ibility levels of the test {tem at the teuv: item loca-
tions for the separation diatsnces found. In this inalysis, consider
enissions at tha primary emiseion wavelength of the other EO/IR devices
as well as spurious and haraonic eajssjons.

il 2%

6.2.3 Fleld Verification Tests. Perform an analysis similar Co that of

paragraphs 6.2.1 and 6.2.2 above.

6¢2.6 Detectabilicy. Use the degsloyment data, test {tem parameters,
and detector equipment parametens to evaluate the signals (47 any) re-
cefved at the detector.

6.3 Data Forms. Saazple data forzms ary included in appendix A,

Recommended changes to this publication should be forwarded to
Commander, US Army Test and Evaluation Command, ATT: DRSTE-~AD-M, P
Aberdeen Proving Ground, MD 210%5. Technical inform: “ion may be
obtsined from the preparing activity: Cormander, US Army Elec-
tronic Proving Ground, ATTN: STLEP=MT-T, Fort Huachuca, A2 85613.
Additicnal copies arv available from the Defense Documentation
Cunter, Cameron Station, Alexandria, VA 22314. This document is
identificvd by the accessfon number (AD No.) printed on the first

page.




12 October 1979

2
:

DATA TABLE
FREQUENCY USAGE SUMMARY

TOP €=-2-560

Number of
Frequaencies
avallablae
From Res)urce

Number of
Frequencias
Utilized

L

5
& Fraquency Band
K
K
4
<
;
i !
: 1 4
{
i
'
L3 i
i :
8. !
o !
i
i

O

A-1




n
r~
>
-4
)
2
Q
o
5
™~
-4

L=
o
un
1
©e
!
L
m

s31(neay jJo uojidyiosaq w1] mdran a1duy 1117 uaq w21] 18ap
180 Auymagp -aaTH jo
01 10323217 uojidjaonsag
23uey
RO1103134d

bl ¢ ..._LLEE?FE..?,..gh_sﬁzazwur

A=2

e



e e e Rl e

i T - D O

e s T F

>

o

«y

[

N

]

©

Do

2

)

o

-4

u (12y10) baag 19n04 uo (PT™1)) LEB ] 1amog L B2
i 2 w311 183]1 om a13uy _
. o uased jnby punoalyowg
~

(SHAL1 ONI¥IIYALN]) S1S3L INIHIUNSYIN

i

E E_. A W oo el Al oM 4 * b

A-3




b e ¥

T v =y A - —— N B S

»ivq

33g dadg

boaay

sy

wivq
daosng

baag

|y

w331 1821 4I1M PaAajaaju]

Aey yoyym usmdynby

sjuvomdynby asayr yap
212j393u] Ary walj 38N]

wi1eq IH3
wh1] 380]

T — wmspnstoos. e i
' [- ]
- 4N ~
(-]
4
=)
9
. 8 m
g ~
L P
|
a
*
!
w
:
m 9 Juoam0)
. o
; brd
E &
. 3
i L4
3 0,
..: . m

VIVad TYDILATVNY

- b At R

Mo

A=-¢




TOP 6-2-560

Aouanbaig yuyl snuiy Aouanbaiy 1a13jr03ur = (2ZHW) IV

—

P e

s Loy g -

8507] 10113 (ZiH) $S07 10113 (zZHH) (=gp) (zit)
vieQ 104 wieq 104 Iv »IFrQ ao4 wieQ 104 A>uanbaag 1nAa7] yipyimpurq
{(apj) 1/s (wgp) 13a91 JaAY3Iay

(1) uw:u_m uc«uvuuuucu

(S) 1rudys palisag

1 AJUD

nbaig pauny

o
~
n
-~
"
2
Q
o
3
4
—~

viva ALITIAI1IY4R0D

A=5




Cu R
e miramtadt st i £t 1wl Bt pra... s at————-

12 October 1979 TOP 6-2-560

APPENDIX B
CHECKLIST

I. FACILITIES AND INSTRUMENTATION
A. FACILITIES REQUIRED FOR TEST

Have facilities been scheduled?

B. INSTRUMENTATION

1, Simulation Techniques

e s

Has guidance for proper computer model selection
bean established?

<. Measurement Techniques

Has guidance for proper measurement, data record-
ing, and performance scoring technique selection
been established?

J. Analytical Technigques

; Has guldance for proper analytical technique
4 selaection been e¢scablished?

= II. PREPARATION FOR TEST
A. FACILITIES AND INSTRUMENTATION

1. Simulation

) a. Have proper couputer simulation amodels
A been selactaed?

b. Has model application been approved by
test sponsor?

e Measurement

; a. Have proper measurament data collection
: and performance scoring lnstruments been
® selected?

b. Are instruments properly calibraced?

3. Analysis

\

Have proper analyses been selected for the dif-
ferent required outputs?
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B. DATA REQUIRED

l.
2.
3.

Have data sheats been prepared?

Are thay compiete?

Have the noraal operating characteriscics

of the test item bean established?

Have all cest: item frequencies, powers, and
modes which are to be used baen itemized?

Have all dacta on test item, test equipment,
and ancillary equipment been recorded?

Have operating conditions, modes, coatrol
sertings, loads, and terminations boen re-
corded?

Have location, date, time, opeérator names, all
test designacors, and test conditions bean re-
corded?

III. TEST CONTROLS

1. 13 test officer present to cbserve proper measure-
ment procedures?

2. ls test offlcer satisfied that results are consis-
teat and repeatabla?

3. Have engineers and military officers not directly
connacied with the test reviswed the report?

IV. PERFORMANCE TESTS

A. ELECTROMAGNETIC CCOMPATIBILITY (RF)

l.

ts
.

Have all syscem functions been exarcised to
determine the seasured RY elactromagnetic com-
pacibility of che test item!?

Have all system functions beun sizulated in
the selected computer model to detarmine the
RF electromagnetic compatibility of the test
item?

Have all systeo functions besn exercijed ana-
lyctically to obtain the RF electromagnetic
compaciblliry affacts of the test itam on the
environmant?

Have all system functions been exarcised ana-
lytically to obtain the RF elactromagnatic com-
patibilicy effects of the envircurmant on the
test item?
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B. ELECTRO-OPTICAL/INFRARED (EO/IR) COMPATIBILITY

1. Have all system functions been exarcised to
determine the measured EO/IR compatibilicy
of the test item?

2. Have all system functions been simulated in
the selected computer model to determine the
EO/IR compatibilicy of the cest item?

3. Have all system functions been exarcised ana~
lytically to cbtain the FO/IR compatibilicy
effects of che tast item on the environmant?

4. Have all systexm functions been axercised ana-
lytically to obtain the EO/IR compatibilicy
effects of the environment on the test item?

DATA REDUCTION AND PRESENTATION

1. Have data ninimization and organization techniques
been described?

2. Have EMC computer zodel techniques and parameters

been described?

Are all data available?

Have all data been reduced?

Has amount of Jdata presented been minimized?

Have equipuments listed in all source documents

beea considered?

o wm i w
e o o

a. Deploymant
b. Frequency Allocation to Equipaent File (FAEF)
¢. Other

Is data presentation clear?
Have the objectives and criteria been answered with
the analysis?

[« ]
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APPENDIX C
DESCRIPTION OF THE EMETF

The Electromagnetic Environmental Test Facility (EMETF) 18 a
Govarnment-operated, contractor-supported facilicy of the US Army
Electronic Proving Ground (USAEPG), Fort Huachuca, Arizona, a testing
activity of the US Army Test and Evaluation Coummand. The primary mission
of the EMETF is to anslyze all electromagnetic enviroomaent effacts of
Army communications-electronics (C-E) equipment, systams, and concepts
in reasl and simulated tactical situations. The EMETF has scientists,
engineers, and analysts organized to handle on-going operational tasks
and long-term developmental work. ' This scientific and engineering scaff
is supported by a technical publications group, adninistrative and
logistics services group, and six interrelated facilities. These 3ix
facilities, except for cthe Field Facility, ara located ia Tucson, Arizona,
and are listed below:

1. The Instrumented Workshop (IWS) provides precisely controlled
facilities to test military--including cryptographic--and commercial
C-E systens and equipments. Using automated data collectioun and per-
€ormance scoring (both analog and digital) capabilities, the IWS can
haudle equipments requiring individual link comnitment as well as complex
major systems requiring rapid and accurate data correlation and analysis.

2. Tha Scoring Facility (SF) enables the EMETF to consider the
human operators aad their responses to equipment operating characteristics.
These opeérator responses are measured through use of articulation scores
which represent the percentage of phonetically balanced words io a test
message correctly received by the operators, or tean of trained listeners.

3. Tha Spectrum Signature Facility (SSF) provides the capability
of performing measurements of all pertinent C~E equipment characteristics
undar both laboratory and field conditions. These Deasuremdnts are used
for verification of design concepts early in the equipment 1ifa cycle as
wall as for the idencification of spactrum signacturaes of foreign wmilitary
C-E devices.

4. The Weapon System Electromagretic Environment Simulator (WSEES)
is a highly versatila sizulation and measirement laboratory thst tests
systems and equipment operating in the RF microwave regloa and develops
perforasnce scoring data for such systems and equipment. WSEES RF sig-
pals duplicate those signals which can be expected to occur in a real-
world eavironment, and the performance scoring dsta include measursuments
of the reaction of an adaptive system to a changing environment.

S. The Field Facilicy (FF), located near Gila Bend, Arizona, is
used tO test equipment deployuents and equipmant characteristics which
cannot be simulated or mesasured in the laboratory. Testing capabilities
include cosite interfareance, RF radiation, open-fiecld emissiou, and
susceptibility measuremants. The FF also provides realistic fleld cou-
ditions for acquiring and validating data in support of analyses par-
formed with computer models.
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6. The EMETIF Analytical Facllity provides computer support based
on a CDC 6500 computer--a large-scale, general-purpose digital computer
system dasigned for multiprocessing and time~sharing, as well as general
data processing and scientific applications. Input to the CDC 6500 is
selactad from an extensive library of computer models embracing analysis
in near-fie'd and far-fiald situations. Tha concept for thease models
has besan validated by extensive field and laboratory measuremeants. The
wodels simulats the electromagnetic enviromments of postulaced situations
and predict the performance of C-E and weapon system equipment in those
situatioans.
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APPENDIX D
SYSTEM EFFECTIVENESS SCORING METHODOLOGY

1. INTRODUCTION

1.1 Ganeral

a. Test bads of scenario troop deployments contain a full organi-
zational complement of the communications-electronics (C-E) equipments
of both friendly and enamy forces and represent an operational environ-
ment. Emitters and receivers are organized into nets as required by the
C-E concept being simulated. Tecunical characteristics and geographical
relationships of each individual radio frequency emitter and receiver
are represented in these simulations.

T e . e — oo,

i b. ‘The deplovment of the full complemant of tables of organization
and aequipment (TOE) equipment in a simulation, however, is not truly
representative of the actual electromagnetic environment that would
axist at any time in the force model. Tha deploved C-E links and

, emitters are activatad only as necessary to provide the C~E support

i . required by the tactical operation in progress. Therefore, each force
model 1s further refined and adapted by the application of weighting
factors to davelop & simulation of the actual electromagnetic environ-
ment. This refinemeat culls ocut of the analysils those links that should
not be formed. '

 ———— Ay et

B c. Weighting is applied to all remaining links according to their
B relative tactical importance and to the probubility that they carry
active traffic. Ian this way the relative ilaportance and electromagnetic
influence of avery probable link and emitter active in the environment
are properly simulated.

§ d. Links aze then scored to measure and quantify the potential

i electromagnetic incerference and ~o determine the probability of success-
ful communications compatibilicy wich all ocher svstems in the environ-
ment. System effectiveneass scores are obtained for anets and for net

; types as weighted averages of the link probabilities of successful

: operation. Vylnerabllity of these nats and net types to eneny intercept
and electronic countermeasures is also assessed,.

1.2 The EMETF Analvtical Facilicy

a. The analytical facility contains a library of computer models ’
composed of a series of computer programs designed to process a deploy- ?
ment data file (a simulated C~E envircnmeant). Their purpose is to ob-
tain a quantitative estimate of the coemunicability, compatibilicy, and
vulnerability probabilitias of C~E links, nets, or systems in an opera- .
tional envircnment. f

e

D=1
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sections:

L

The serias of computer programs is organized in six principal

Preliminary data processing

Link formation aad selection
Link sampling

Interference ideantification

Probability scoring

System affectiveness

1.3 Preliminary Dara Processing

a. Preliminary data processing is required to compare a new test ;
bad with existing data files. New data are developed to update nat and 3
link weighting factors, equipment scoring dacta, and analysis design }
codes in accordance with any new organizational doctrine or equipment in
the test bed. The factors delineated in paragraph b below are updated
on & new magnetic tape called a military values master file. Equipment
codes are assigned to any new equipment and antenna types, and appropri-
ate data are added to an equipment scoring matrix. Appropriate net,
equipmeni, or other analysis categorvy codes are assigned, based on the
analysis plan. The codes facilitate the presentation of the output of
SE scores in the proper array for ease of evaluation and comparison.

b. The six factors which are used to refine the force model for
use by the computer models are described below:

(1) Cull Distance. Minimum cull distances are those distances
(expressed in meters) below which there would be no requirement to couw-
aunicate by radic and/or the equipment charascteristics will not accommo-
date communicatious. Maximum cull distances are thoge distances
(expressed in kilometers) beyond which the equipment characteristics
will not accommodate cowmmunications and should not be attempted.

(2) Link Weight. Tha link weight factor is defined as a -
numerical factor (expressed in teaths from 0 to .9) which indicates the '
relative probability of the transmission of important traffic over that ;
link with respect to all other possible links in that aec.

(3) Net Weight. A numerical factor which reflects the rela- =4

tive importsnce of a net type to the overall accomplishment of the force )
mission.
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(4) Posture Factor. A numerical value reflecting a unit's or
nat's relacive degres of combat-related activity.

(5) Duciy Cycle. The percentage ¢f time that some link in a
net is on the air (i.e., that some transmitter is being used).

(6) Intelligence Value. A nunmerical factor which ranks the
C-E nets in a force model sinmulation in the order of their projected
intelligence valua to the eneay.

¢. The cnufidence lavel and the accuracy desired within the limits
of analysis tiue constraints are also assigned at this time to coantrol
the nurher of links to be sampled.

i.4 Link Formation and Selection

a. VWithin the design of the analysis, various elements of the
environment can be selacted for processing. This selection can be made
by major organization, division, corps, or an entire army in the fiald.
Salection can also be made by frequency band (for example, only SHF
troposcatter multichannel systems), variocus combinations of friendly and
enamy C-E and electrouic warfare (EW) systems, or other categories of
foreground and background eavironment.

b. All C-E nets of interest in the teat bed are reviewed in the
process of link formation, and all links not eliminatec by minimum or
maximum cull disctances, or by a zaro lirk weight are formed. The net
veight, the posture fuctor, and the link weight of cach link formed darea
multiplied by tha computer. A lick valua for each link with respect to
all other links formed is assigned. This value indicates both the
relative importance of the link and also the probability that that link
will be active in the eanvironment of tha time being simulated.

¢. The links formed sinulate the electromagnetic environment
created by the tactical situation invelved. This is a function of the
relative laportance of the aet (net waight) to the mission of tha forces
a3 qualified by the raelative combat activity in the unit being supported
{the posture faccor), and the probability of a link being in use and
carrying important traffic (cthe link weight).

1.5 Link Sampling

Sufficient links, from among those forued, are sampled to obtain a
final score that is within the confidence lavel and accuracy requirement
desired. Links sre asgsembled within various subgroups or cells. Typical
cells are definaed by such classifications as ve:, net type, or equipment
class. The ctotal number of links samplaed is the aggregate of those
required within all cells. Sampling within any cell is weighted by the

—— s Lt
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link values. The link sample favors the most important lirks in the
most important nets with the highest degree of combat activity. Thus,
the links (transmittar and receiver) with the highest probabilicy of
baing active are sampled most heavily, and the most¢ realistic electro-
magnatic environment s created.

1.6 Interferer Identification

Each friendly and enemy emitter which has furmed a link is a poten-
tial incerferer. The duty cycle of tha net in which each transmitter
operates 18 divided among the individual transmitters in accordance with
link weighting. Thus, the probabiliry ~f simultaneous transmission is
established. Each trausmitter is entered in a potential interferer file
for use in probability scoring.

1.7 Probabilitv Scoring

a. Liaks are scored firss in the absence of interference. The
probability of successful operation [P(S0)], or probabilizy of success-
ful information transfer, is measured from operator to operator. Signals
are modeled from the output of the rransmitter to the receiver imput
through the Longley-Rice irregular tervain propagation model, ss modi-
fied, and the antenna wodels. The resultant distributions of desired
signals are combined with enmpirically derived scoring data to obtain the
P(S0) scores. These P(SO) scores are a direct reflection of the prob=-
abilicy that ths equipment characteristics, frequency, distance, and
propagacion conditions sisulated will result in successful communica-
tions.

b. The degradation of this link communicablility score is aext
ueasured by a calculation of degradation caused by unintentional intar-~
ference and by {atentional incerference (jamming) by iacluding a con~
sidéracion of undesired sigaals. The discrete interfering equipmencs,
both friendly and eawemy, are i{dentified by net, equipment type, and
other cataegories of interest.

¢, Interceptibility and the probability of succassful direction
finding (DF) are also calculated batween friendly transmitters and eneuy
EW receivers {n the presence and absance of background intarference,

1.3 Svatea Tffactivenay

&. The P(S0) score of discrete C-E links and tha mesasuyved dagrada-
tion of those links by an iandividual interferar can be usied to obtain an
indication of C-E performance or vulnerabiiicty ian the c<avironment. Per-
formaace within a net, a net type, an equipment, an organization, or an
entire C-E system can be obtained from a weighted average of the P{S0)
of the sampled links {n a desired category. Such a weighted average i3

[
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calied the system effectiveness (SE) score. The SE score of a large
number of links from a test bad (that is, the entire test bed or a broad
equipment classification) is less useful than the SE score derived by
net type or net. Vary large numbers of links contain & mixture of
equipment, frequency use, C~E requiremonts, tactical dispositions,
organizations, and functiocns. This mixture tends to obscure the par-
formance of the C~E system in a particular environmental condition
created by the tactical situation. System effectivaness by net type
throughout a test bed (for example, a mechanized battalion FM command
nat), represents the performance of a concept. System effectivensss by
net reveals the effectiveness of particular battalion command nets in
particular areas of the environment. System 2ffectiveness by nat revesls
the alectromagnaetic compatibility (EMC) and electromagnetic vulnerability
(EMV) problems that can develop in the discrete nets and is most useful
in the evaluation of competing C-E systams.

b. SE scores are obtained for each net tvpe in the test bed. The
scores are assembled by major organization (echelon) for ease in evalu-
ation and coumparison. SE scores are also obtained for each net (in a
net type) chat obtains a poor communlicrSility or compatibility score or
is vuloerable to jamming, intercept, or direction finding. The P(SO)
scores for the links within those nets that have poor performanca, or
that are vulnerable assist in deatermining the cause of poor performance,
the source of interference, and tha cause of EW vulnerability. System
effectiveness scores for multichannel svstems are also obtained by
schelon, by net type, and by net.

.,._........‘-
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Term

Articulatioun Index (AI)

Communicability

Compatibilicy

Cosite

Direactiva Fiading

Interceptibilicy

Jamaing

Probability of Satis-
factory Qperation
(P(s0)]
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APPENDIX E
GLOSSARY OF TERMS

Dafinition

A rating of the intelligibility of a test message
based on the weighted signal«to-noise ratio of
several frequency bands of equal contributions.

A measure of tho ability of C-E equipments, sub-
systems, and systams, together with electro—-
magnetic devices, to operate in their intended
operational environment without suffering degra-
dation because of natursl and uncontrolled man-
nade noisae.

A measure of the ability of C~E devices, together
with alectromechanical devices, to operate in
their intended operational environnents without
suffering or causing unacceptable degradation
because of unintentional elactromagpetic radia-
tion or response.

A situation which 1is defined as existing whan
two or more RF emitters share the same geograph~
ical location.

Quantitative assassment of the signal and inter-
ference leavels at the terminals of a receiver,
enabling the receiver operator to procass the
signal and derive sufficient intelligence from
it to allow detaernindtion of a usable direction=-
finding bearing.

The degree of vulnerability of a transmitter to
be detected, located, and identified, and have
its transmissions analyzed.

Tha intentional transaission of electromagnetic
signals for the purpose of interfering with
opposing forces' communications or radar.

A performance score represanting the likalihood
of equaling or exceading a specified level of
performance over a period of time.
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Term

System Effectiveness
(SE)

Vulnerability

12 October 1979
Definitcion

A perforuance score which i3 an estimate of the
ability of a ccmmunications-electronics system
or subsystem to provide the desired service to
the unit under study. It 13 a weighted average
of the probability of satisfactory operation,
P(S0), in which the weighting reflacts the rela-
tive importance of the links to the success of
the tactical mission.

The degree to which a C-E system i{s open to ex-
ploitation of waakuesses for the purposes of
attempting to Jegrade the systum's performance
or to gain information passed by or about tha
system or its mission. Vulnerabilicty, for
purposes of USAEPG analysis, consists of vulner-
ability to ECM and vulnerability to intercept.




